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me	  so	  far	  
•  I	  am	  a	  past	  VP	  and	  chapter	  founder	  and	  past	  Chair	  but	  I	  AM	  Not	  	  speaking	  for	  the	  

Internet	  Society	  here	  

•  past	  Sec	  in	  ISTF	  (Vint	  chair)	  1999-‐2001,	  participant	  in	  IETF	  (SIP,	  ENUM,	  DNS,	  IPv6,	  
DNS	  Spring	  Clean	  UK,	  co	  founder	  UK	  IPv6	  TF	  and	  other	  stuff.	  e.g.,	  FBCS	  and	  CITP	  

•  Business	  :-‐	  1981-‐1988	  CEO	  computer	  services	  biz.	  1988-‐90	  London	  World	  Press	  
Centre,	  Academy	  Software,	  1990	  -‐1999	  FirstHand	  -‐	  software,	  distribution,	  
consulting	  networks	  and	  business	  processes.	  2000	  -‐	  2002	  ISOC	  UK	  England	  -‐	  
2002-‐2006	  VoEX	  inc,	  2006-‐2014	  IntelePeer	  Inc	  2014	  -‐	  FirstHand	  on	  real	  time	  
interactive	  service	  platforms,	  GrowthRater	  analytics,	  EMB,	  	  start	  ups	  	  

•  NFP	  Virtual	  Village	  1985,	  1985	  to	  date	  Bond,	  War	  Child,	  The	  Future	  Trust	  (director	  
Internet	  and	  Media)	  ISOC	  UK	  E/ISOC,	  investor	  in	  Mydex	  CIC.	  	  



society	  is	  increasingly	  	  shaped	  by	  the	  Internet	  	  



There are Internet tech 
communities 

•  IETF www.ietf.org, ISOC 
internetsociety.org, IAB iab.org, IRTF 
irtf.org, IANA iana.org 

•  RIRs, ICANN, icann.org  

•  and web communities. . w3c w3c.org, 
Web Science Trust http://
webscience.org/ Web Foundation 
http://webfoundation.org/ 

•  These span architecture, standards, 
research and distribution of 
standardised unique resources for 
everyone.  
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The Internet invariants 
ISOC’s “invariants” to make the Internet valuable and so worth 
preserving:  
•  · Global reach – any endpoint on the Internet can reach any other. 

•  · General purpose – the Internet supports a wide range of services; irrespective of the carrier 
of its signals. 

•  · Permission-less innovation – there are no gatekeepers for new ideas or services to be 
deployed on the Internet 

•  · Accessible – anyone, anywhere can get on the Internet to not only consume but also create. 

•  · Interoperable – open standards that allow for voluntary adaption have lead to a high degree 
of interoperability 

•  · Collaboration – willing collaboration between stakeholders makes for efficient addressing of 
issues. 

•  Researchers: - Metrics to independently assess the status of these invariants please!
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My DIY test 
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How accessible is the Internet? 



get your IP address 
•  IPv4 space, RIPE NCC €2,000 joining fee + €1,600 

per annum 

•  For two setup subsidiary. Budget about €5,200 per /
22 of IPv4 or about £3.75 per IP. (c.1380) 

•  OR go through a LIR and pay £10/m per IP. or c. 
same again for block of 8 (for as long as they have 
them). 1380 x 10/ m £13,800/m …  

•  Researchers: is this disparity of cost of IP 
between supply chain and end points“fair”? !
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Get your domain name 
•  Apply to be a Registry at ICANN to get your own tld… might be $25m.  

Google paid for .app  — go for something less “hot” still very likely a $1m 
budget 

http://www.wired.com/2015/02/is-googles-latest-tld-purchase-a-game-changer/ 

•  Become a Registrar and register directly with a registry - ICANN Application 
fee ($3,500 USD) Possible Consultant Fees (usually from $6,000 to $10,000 
USD) Proof of $70,000.00 USD working capital required (letter from bank etc.) 

•  Commercial General Liability Insurance coverage of at least $500,000 (can 
be purchased from $500 USD & up) 

•  or go to a Registrar and pay $12/an (for one off second level). 

•  Researchers: Is domain allocation policy both efficient and fair and 
reflective of user needs not just today but for future?!
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public	  interests	  my	  view	  
•  IP,	  ASN,	  DNS	  allocations	  should	  not	  be	  controlled	  by	  the	  supply	  

chain	  but	  for	  benefit	  of	  the	  users	  of	  the	  Internet.	  	  

•  Persistent	  Research	  is	  needed	  to	  inform	  policy	  development	  in	  
Internet	  resource	  organisations	  are	  meeting	  user	  needs	  and	  
interests.	  	  

•  Multi	  stakeholders	  today	  do	  not	  include	  “users”	  it	  is	  Multi	  
Stakeholders	  and	  users.	  	  Stakeholders	  have	  skin	  in	  the	  game.	  
Users	  are	  the	  game.	  	  	  

•  Researchers	  Question:	  how	  to	  include	  users	  in	  IG?	  



ICANN	  /	  NTIA	  /	  IANA	  

Cross	  Community	  Working	  Group	  on	  Enhancing	  ICANN	  
Accountability	  (CCWG-‐Accountability)	  -‐	  Input	  Needed	  on	  its	  
Proposed	  Accountability	  Enhancements	  (Work	  Stream	  1)	  

•  https://www.icann.org/public-‐comments/ccwg-‐
accountability-‐draft-‐proposal-‐2015-‐05-‐04-‐en	  

•  IANA	  Transition	  Coordinating	  Group	  -‐	  
http://www.ianacg.org/	  	  



Toward	  a	  Social	  Compact	  for	  Digital	  Privacy	  and	  Security	  
STATEMENT	  BY	  THE	  GLOBAL	  COMMISSION	  ON	  INTERNET	  GOVERNANCE	  

PUBLISHED:	  WEDNESDAY,	  APRIL	  15,	  2015	  
•  The	  following	  are	  the	  core	  elements	  that	  the	  Commission	  

advocates	  in	  building	  the	  new	  social	  compact:	  

•  Privacy	  and	  Personal	  Data	  Protection	  as	  a	  Fundamental	  
Human	  Right:	  

•  Fundamental	  human	  rights,	  including	  privacy	  and	  personal	  
data	  protection,	  must	  be	  protected	  online.	  Threats	  to	  these	  
core	  human	  rights	  should	  be	  addressed	  by	  governments	  
and	  other	  stakeholders	  acting	  both	  within	  their	  own	  
jurisdiction	  and	  in	  cooperation.	  

•  The	  Necessity	  and	  Proportionality	  of	  Surveillance:	  

•  Interception	  of	  communications,	  collection,	  analysis	  and	  
use	  of	  data	  over	  the	  Internet	  by	  law	  enforcement	  and	  
government	  intelligence	  agencies	  should	  be	  for	  purposes	  
that	  are	  openly	  specified	  in	  advance,	  authorized	  by	  law	  
(including	  international	  human	  rights	  law)	  and	  consistent	  
with	  the	  principles	  of	  necessity	  and	  proportionality.	  
Purposes	  such	  as	  gaining	  political	  advantage	  or	  exercising	  
repression	  are	  not	  legitimate.	  

•  Legal	  Transparency	  and	  Redress	  for	  Unlawful	  Surveillance:	  

•  In	  particular,	  laws	  should	  be	  publicly	  accessible,	  clear,	  
precise,	  comprehensive	  and	  nondiscriminatory,	  openly	  
arrived	  at	  and	  transparent	  to	  individuals	  and	  businesses.	  
Robust,	  independent	  mechanisms	  should	  be	  in	  place	  to	  
ensure	  accountability	  and	  respect	  for	  rights.	  Abuses	  should	  
be	  amenable	  to	  appropriate	  redress,	  with	  access	  to	  an	  
effective	  remedy	  provided	  to	  individuals	  whose	  right	  to	  
privacy	  has	  been	  violated	  by	  unlawful	  or	  arbitrary	  
surveillance.	  

•  Safeguarding	  Online	  Data	  and	  Consumer	  Awareness:	  

•  Businesses	  or	  other	  organizations	  that	  transmit	  and	  store	  
data	  using	  the	  Internet	  must	  assume	  greater	  responsibility	  
to	  safeguard	  that	  data	  from	  illegal	  intrusion,	  damage	  or	  
destruction.	  Users	  of	  paid	  or	  so-‐called	  “free	  services”	  
provided	  on	  the	  Internet	  should	  know	  about,	  and	  have	  
some	  choice	  over,	  the	  full	  range	  of	  commercial	  use	  on	  how	  
their	  data	  will	  be	  deployed,	  without	  being	  excluded	  from	  
the	  use	  of	  software	  or	  services	  customary	  for	  participation	  
in	  the	  information	  age.	  Such	  businesses	  should	  also	  
demonstrate	  accountability	  and	  provide	  redress	  in	  the	  case	  
of	  a	  security	  breach.	  

•  Big	  Data	  and	  Trust:	  

•  There	  is	  a	  need	  to	  reverse	  the	  erosion	  of	  trust	  in	  the	  
Internet	  brought	  about	  by	  the	  nontransparent	  market	  in	  
collecting,	  centralizing,	  integrating	  and	  analyzing	  
enormous	  quantities	  of	  private	  information	  about	  
individuals	  and	  enterprises	  —	  a	  kind	  of	  private	  surveillance	  
in	  the	  service	  of	  “big	  data,”	  often	  under	  the	  guise	  of	  
offering	  a	  free	  service.	  

•  Strengthening	  Private	  Communications:	  

•  Consistent	  with	  the	  United	  Nations	  Universal	  Declaration	  of	  
Human	  Rights,	  communications	  should	  be	  inherently	  
considered	  private	  between	  the	  intended	  parties,	  
regardless	  of	  communications	  technology.	  The	  role	  of	  
government	  should	  be	  to	  strengthen	  the	  technology	  upon	  
which	  the	  Internet	  depends	  and	  its	  use,	  not	  to	  weaken	  it.	  

•  No	  Back	  Doors	  to	  Private	  Data:	  

•  Governments	  should	  not	  create	  or	  require	  third	  parties	  to	  
create	  “back	  doors”	  to	  access	  data	  that	  would	  have	  the	  
effect	  of	  weakening	  the	  security	  of	  the	  Internet.	  Efforts	  by	  
the	  Internet	  technical	  community	  to	  incorporate	  privacy-‐
enhancing	  solutions	  in	  the	  standards	  and	  protocols	  of	  the	  
Internet,	  including	  end-‐to-‐end	  encryption	  of	  data	  in	  transit	  
and	  at	  rest,	  should	  be	  encouraged.	  

•  Public	  Awareness	  of	  Good	  Cyber-‐Security	  Practices:	  

•  Governments,	  working	  in	  collaboration	  with	  technologists,	  
businesses	  and	  civil	  society,	  must	  help	  educate	  their	  publics	  
in	  good	  cyber-‐security	  practices.	  They	  must	  also	  
collaborate	  to	  enhance	  the	  training	  and	  development	  of	  
the	  software	  workforce	  globally,	  to	  encourage	  creation	  of	  
more	  secure	  and	  stable	  networks	  around	  the	  world.	  

•  Mutual	  Assistance	  to	  Curtail	  Transborder	  Cyber	  Threats:	  

•  The	  transborder	  nature	  of	  many	  significant	  forms	  of	  cyber	  
intrusion	  curtails	  the	  ability	  of	  the	  target	  state	  to	  interdict,	  
investigate	  and	  prosecute	  the	  individuals	  or	  organizations	  
responsible	  for	  that	  intrusion.	  States	  should	  coordinate	  
responses	  and	  provide	  mutual	  assistance	  in	  order	  to	  curtail	  
threats,	  to	  limit	  damage	  and	  to	  deter	  future	  attacks.	  



IAB	  -‐	  Update	  from	  I*	  Meeting	  

•  consequences	  of	  the	  “IAB	  Statement	  on	  Internet	  
Confidentiality”	  for	  the	  Internet	  operations	  community	  

•  discuss	  some	  of	  the	  things	  we’ve	  been	  hearing	  from	  mobile	  
operators	  

•  We	  also	  started	  to	  ask	  one	  another	  about	  the	  consequences	  
of	  increasingly	  closed	  services	  being	  built	  on	  top	  of	  the	  open	  
infrastructure.	  

May 7th 2015 London 



IETF	  -‐	  Update	  from	  I*	  Meeting	  
•  the	  continued	  growth	  of	  mobile	  networks	  accessing	  the	  Internet.	  Just	  last	  year,	  

800	  million	  smartphone	  subscriptions	  were	  added	  and	  the	  growth	  is	  
accelerating.	  	  

•  fast	  pace	  of	  evolution	  in	  web	  technology	  (such	  as	  with	  HTTP/2)	  	  

•  the	  Internet	  of	  Things,	  	  

•  open	  source	  and	  other	  collaborative	  methods	  of	  developing	  technology,	  	  

•  efforts	  around	  improving	  security	  and	  privacy.	  	  

•  The	  meeting	  also	  highlighted	  the	  importance	  of	  having	  an	  open	  Internet	  in	  light	  
of	  the	  fast	  evolution	  and	  growth.	  The	  ability	  to	  freely	  create	  new	  innovations	  
and	  services	  on	  top	  of	  the	  Internet	  is	  a	  key	  to	  its	  utility	  for	  the	  world.	  

May 7th 2015 London  https://www.ietf.org/blog/2015/05/internet-organisations-coordination-meeting/ 



Security the reality 
Three laws of cryptography via Adi Shamir: (the S in RSA) 

 

1. Secure systems do not exist today and will not exist in 

the future. 

 

2. Crypto will not be broken, it will be bypassed. 

 

3. If you want to halve your vulnerabilities, you have to 

double your costs. 
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Nod to Grace Hopper inventor of Cobol.. “before the (WWII) war things were simpler. Now we have systems”  



RSA conference 2015 panel 
https://www.youtube.com/embed/9RtZrNPP26w 

NOTE :—- RSA’s - CEO Keynote —-  
Industry MUST move away from false idea that perimeter security is effective.  

Researchers:  Why are people not adopting in-depth security practices? 



From: Rodney Van Meter Date: Monday, May 25, 2015 
Subject: possible attack on Diffie-Hellman key exchange 
 
 
It seems some researchers have uncovered a way to *pre-compute* part of the function necessary for breaking D-H, in a way that 
depends *only* on the prime number used.  It’s a substantial amount of CPU time to do, but is within the range of plausible for someone 
like the NSA for 1024 bit keys.  The existing IKE RFC recommends (requires?) use of one of a small set of prime numbers defined at 
https://tools.ietf.org/html/rfc5996#appendix-B and 
https://tools.ietf.org/html/rfc3526 
 
Blog post from Scott Aaronson: 
http://www.scottaaronson.com/blog/?p=2293 
Follow the links to the paper, too: 
https://weakdh.org/imperfect-forward-secrecy.pdf 
Their website has more information, and a test for whether your browser is vulnerable to the same attack: 
https://weakdh.org/ 
 
Of course, the obvious answer is to just raise the key length and/or use your own prime numbers rather than the ones in the spec, but who 
knows what else waits to be discovered? This serves as something of a motivation for continued work on alternatives to D-H; not because 
we believe D-H is inherently busted, or even that we necessarily believe that quantum key distribution (QKD) has no vulnerabilities of its 
own, but simply to have alternatives available as research lurches forward.  We are working on documenting (as an RFC) a method for 
using QKD-generated keys with IKE in place of D-H. Our I-D has expired, but working is continuing, and we are actually generalizing it 
to support other methods of creating keys, including one-time pads that are delivered via some out-of-band mechanism. 
https://tools.ietf.org/id/draft-nagayama-ipsecme-ipsec-with-qkd-01.txt 
 
 

   —Rod 

Adi - Maybe sometimes security is also  broken? 



COLLABORATIVE SECURITY !
Internet Society!

!
is an approach that is characterized by five key elements:!

•  Fostering confidence and protecting opportunities: The objective of security is to foster 
confidence in the Internet and to ensure the continued success of the Internet as a driver 
for economic and social innovation. 

•  Collective Responsibility: Internet participants share a responsibility towards the system 
as a whole. 

•  Fundamental Properties and Values: Security solutions should be compatible with 
fundamental human rights and preserve the fundamental properties of the Internet — the 
Internet Invariants. 

•  Evolution and Consensus: Effective security relies on agile evolutionary steps based on 
the expertise of a broad set of stakeholders. 

•  Think Globally, act Locally: It is through voluntary bottom-up self-organization that the 
most impactful solutions are likely to reached. 

REFS: http://www.internetsociety.org/collaborativesecurity 

Researchers: - E2E model is demanding on all participants abilities and 
responsibilities.But centralised app based “security” can break 
collaborative end to end model as it removes responsibility and capability 
from the user. How can this be fixed?!
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Olaf Kolkman 
ISOC CTO 



Identity	  -‐	  fraud	  problem	  
•  OECD	  is	  interested	  -‐	  has	  a	  book	  http://www.oecd.org/sti/ieconomy/onlineidentitytheft.htm	  -‐	  BUT	  Talks	  about	  

“consumers”	  not	  participants	  /	  internauts	  /	  users.	  

•  Frauds	  up	  25%	  in	  2014	  with	  ID	  fraud	  40%	  of	  those	  https://www.cifas.org.uk/	  	  

•  Research	  problems	  understanding	  the	  fraud	  space	  	  https://www.cifas.org.uk/secure/contentPORT/uploads/
documents/External%20-‐%20Fraudscape%203%20-‐%20True%20Scale%20of%20Fraud%20insert.pdf	  

•  Government	  ID	  program:	  	  https://gds.blog.gov.uk/category/id-‐assurance/	  A	  sea	  change	  in	  the	  last	  
Government!	  Amazing	  advances.	  	  

•  Mydex	  	  approach.	  -‐	  online	  store	  free	  under	  user	  control	  subscribing	  credentials	  to	  others	  .i.e.,	  the	  reverse	  of	  the	  
current	  practices.	  	  Part	  of	  the	  build	  up	  to	  gov.uk	  identity	  services.	  	  www.mydex.org	  

•  Internet	  Society	  -‐	  	  a	  How	  to	  tutorial	  on	  http://www.internetsociety.org/online-‐identity-‐overview	  

•  Research	  question..	  is	  it	  a	  coincidence	  that	  identity	  fraud	  is	  so	  high	  when	  almost	  ALL	  identity	  services	  are	  
disempowering	  the	  citizen	  	  to	  own	  and	  share	  their	  credentials	  -‐	  How	  to	  incentivise	  web	  that	  the	  value	  of	  FB	  and	  many	  
online	  web	  biz	  based	  on	  	  $/user	  should	  not	  be	  devalued	  if	  the	  user	  controls	  identity	  independently?	  	  



•  ISPs have waited to bitter end forcing a change in standards to deploy IPv6 - still 
not universal by far.  

•  p2p blocked routinely in ISP networks and corporate firewalls - Async DSL latency 
and buffer bloat in routers to blame more than bit torrent file backup and 
messaging.  

•  Pay to peer - pay to send content over a large network (eg. Comcast / Netflix saga 
in US)  

•  Perimeter security is not security  and never was. — > see RSA keynote at RSA 
2015.  

•  Web sites and services filtered even legal ones —> Censorship is a reality but now 
via public private partnership back door bodies - very hard to see through .  

•  IP addressing is rationed and broken (IPv4)   

•  DNS is not secure on many levels.  

•  X.509 CA model is flawed - repudiation is a big issue 

•  Cost of CA certs is a huge barrier to adoption. —- letsencrypt.org  coming in mid 
2015 and also startcom ssl with free certs that don’t through up nonsense insecurity 
messages in browsers. (the linkage of identity credentials (which are too weak 
anyway) with IP address credentials is a telephony model solution NOT a data 
network one. It predicates large centralised “web servers” rather than using millions 
or billions of raspberry pi’s or mobile phones as web or service hosts.  

•  Security vulnerabilities in KEY libraries, tools and services using them. 2014 and 
2015 gave a number of huge wake up calls that open source projects that are 
strategic importance have had far too little support to be dependable and not 
surprisingly we have discovered that is a major problem.  

•  Security services are obsessed with meta data because it tells them everything - 
Meta Data is JUST data.  

•  IPR can block open standards development. Software patents are unrealistic.  No 
software is built ignoring what has happened before.  

•  Incumbent industries make lots of money and want to do the same in the same way 
for ever.  

•  Treaties being used to force through minority interests. (TPP) 

•  Apps and app permissions take the piss. they take everything - Apple & Google in 
the driving seat because they limit user’s ability to manage their device permissions 
effectively.  

•  eCommerce centralisation due to Web 2.0 winner takes all. is generating knee jerk 
reactions such as EU VAT regulations that came in from January 2015. Very 
destructive to early stage “play stage” micro businesses that are testing the waters. 
2 million in UK are affected to point of closure.  

•  Spam despite everything done 

•  Child pornography,  

•  Identity fraud 

•  Credit Card fraud  

•  Grooming for jihadists  

•  Spyware - on everything as a business model.. e.g. Samsung and Philips TVs 
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the trouble space is at every layer - and this is just a taster 



Infrastructure layer - Is mobile / wireless 
a golden dawn or BizITM in our society? 

•  infrastructure - mobile cellular LTE combines IP layer -  Impact on virtual 
MVNOs?  

•  LTE now standardising to snaffle wifi for itself. Argues that preventing 
others using “lte” in wifi defends their spectrum investment. ahem!  

•  IoS and Android prevent users from managing privacy settings for apps. 
It’s all or nothing.  

•  The ALL is the norm and is a vast source of user data being sold on.  

•  Open Spectrum is tiny compared to licensed. But is hugely important 
—- Need more ammunition to account the public benefit to change 
spectrum policies away from incumbencies to open usage.  

•  Researchers - I don’t believe wireless requires this lassitude. Prove 
I’m wrong or tell regulators to change to open spectrum as default! !
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Lucent Alcatel's technical sales pitch (just as one example) 
 
http://downloads.lightreading.com/wplib/alcatellucent/
ALU_WP_Intro_to_EPC.pdf 
 
"EPC (evolved packet core is the IP design integrated with L1/L2 in LTE) 
is essential for end-to-end IP service delivery across LTE. 
 
As well, it is instrumental in allowing the introduction of new 
business models, such as partnering/revenue sharing with third-
party content and application providers. EPC promotes the 
introduction of new innovative services and the enablement of new 
applications."!
 
i.e., LTE is designed to enable mobile carriers to secure paying deals 
for content delivery and other "enabling" walled garden services over 
their networks. —> net neutrality questions over mobile !
 
But the direction of travel deepens. 
 
LTEs design for its Packet Data Network Gateway specification anchors 
support controls for external connections with (to quote) 
 
•   Policy enforcement features (applies operator-defined rules for 
resource allocation and usage) 
•   Packet filtering (for example, deep packet inspection for 
application 
type detection) 
•   Charging support (for example, per-URL charging) 
 
Then you look at the purpose of the Policy Charging Rules Function 

(PCRF) that can enforce distinctions between onNet and offNET 
applications so internal cell services like VoLTE and external one's 
like normal SIP or webRTC services that can be treated for both 
performance and billing purposes distinctly. 
 
The LTE design and sales pitch is pretty explicit about differentiating 
services. It describes as "real time" those using IMS i.e., those 
provided by the cell carrier itself from those described as "dynamic" 
such as third party apps like presumably third party web-rtc, voip etc. 
 
These mechanism are not layered above LTE in the applications space 
but within the LTE protocols and IP implementation in EPC. This is a very 
tightly coupled design that does not fit the description of an open 
network topology where each layer uses a link layer with multiple 
optional implementations to choose from as in any other IP over anything 
else around. 
 
Even given the special characteristics for wireless as an environment 
LTE is deeply controlling over the IP and the application space. 
 
 
Is LTE a Trojan to break open Internet for mobile?!
LITMUS TEST?!
!
How many independent IP over LTE carrier ISP 
services are out there or in offing?!



Just to add some evidence from David Reed 
•  Why spectrum is not property - an early, short rant on the case against treating spectrum as property, based on the idea that 

cooperative wireless networks create more value. 

•  How wireless networks scale: the illusion of spectrum scarcity (slides and abstract) - talk I gave at ISART 2002 as part of a panel 
discussion on spectrum management issues raised by advanced radio technologies. [ISART agenda recovered from Wayback 
Machine at www.archive.org] 

•  The future of spectrum management: Private property rights or open standards? - debate between me and Gerry Faulhaber (former 
chief economist, FCC) focusing on the question of whether a market based on property rights or an open spectrum approach is 
appropriate for the evolution of spectrum management. The video of our discussion, as well as my slides for it are on the site. 

•  I spoke at the FCC Technological Advisory Council in DC on 4/26/2002 on this topic - the RealVideo version of the presentation is 
available - my talk starts about 48 minutes into the meeting. The slides for my presentation are here. 

•  Also, I joined Larry Lessig on a panel at the O'Reilly Emerging Technology Conference in San Jose on 5/16/2002. The whole 
conference was pretty interesting. Dan Gillmor wrote a nice column about Open Spectrum in the San Jose Mercury News that 
captured my points. 

•  On 7/8/2002 I filed comments as part of the FCC Spectrum Policy review being conducted by the FCC Spectrum Policy Task Force. 
A slightly revised version is available in MS Word and HTML format. 

•  Yochai Benkler and I were invited to a panel at the Cato Institute on "Telecom Policy after the Broadband Meltdown" on 11/14/02, 
where we joined Gerry Faulhaber, Tom Hazlett and Rudy Baca in a discussion of Open Spectrum, Secondary Markets in Spectrum, 
and other approaches to wireless policy. A RealVideo of the jousting match is here. 

•  On 12/4, I participated in "An Evening with David Reed", giving a talk entitled "Bits aren't Bites" at the MIT Wireless Forum. Tim 
Shepard joined me. Several people liked the slides, so I put them online here. 

•  Larry Lessig put on a great conference called Spectrum Policy: Property or Commons? this spring (2003). I gave the overview on 
radio technology and spectrum, and a number of others debated the two approaches to spectrum policy, followed by a moot court 
focused on whether Coase (see below) would choose a model based on property rights in spectrum or giving rights to devices. 

http://www.reed.com/dpr/ 

END-TO-END ARGUMENTS  IN  
SYSTEM DESIGN 
 
J.H. Saltzer, D.P. Reed and D.D. Clark* 
M.I.T. Laboratory for Computer Science 



MAY 25, 2015	

WASSENAAR: TURNING ARMS CONTROL INTO 
SOFTWARE CONTROL	

Guest blog by James Gannon, Director and Principal of Cyber Invasion, Ltd.

• http://www.internetgovernance.org/2015/05/25/wassenaar-turning-arms-control-into-software-control/

Katie Moussouris, a noted figure in the security world who is Chief Policy Officer at HackerOne and former senior security strategist 
at Microsoft, said “The definition is too broad. It includes the fundamental components of all vulnerability research …, and will hinder 
the sharing and publication of important security research.” Katie was instrumental in developing the concept of ‘bug bounties’ 
where independent security researchers will submit bugs they find in company software in return for compensation and credit. 
Vulnerabilities fixed through HackerOne’s program have solved over 8800 bugs and paid out almost 3m USD in compensation as of 
the time of this post. Many fear that the impact of having to comply with complex export controls such as Wassenaar will have 
serious impact on the independent security research market. Without the legal and compliance departments of large companies to 
back them up many independent researchers would find themselves unable to comply with the regulations and thus may not be able 
to continue their research, research which is critical to safeguarding all of our online activities.

Research Question: Open & Free Source libraries are not “commercial” How do you know when you 
have pushed to git a diagnostic tool that “might” have gone over some line in some place around the 
world? !



Euro copyright and Google 
& pals 

•  As Eleonora Rosati reported in early December here, Google stopped offering its news aggregation 
services (“Google News”) in Spain after the Spanish Parliament passed a bill reforming the current 
Intellectual Property Act 1/1996 which included a new provision on the regulation of snippets in Spain 
[You can see the updated version of the Act in Spanish here and the modifying bill in Spanish here. A 
brief review on the implications of the reform can be found here]. 

•  This reform was met with heavy criticism from all aggregators, and resulted in a swift reaction from 
Google that it would stop offering its aggregation services on 16 December. So, how is this situation 
affecting the Spanish media? 

•  First, what has actually stopped is the aggregation service.  It is however still possible to find news 
results. This means that, just as happened in Germany, Google no longer shows news snippets —but it 
doesn’t exclude the Spanish media from its results, so the user can filter these results as news as well. 

•  Here, we can see what the result of a German News search for bayern münchen looked like after the 
German Law was amended: 

•  http://ipkitten.blogspot.mx/2015/01/copyright-in-spain-month-without-google.html 

•  Researchers:- Non vendor (i.e., independent assessments of librarianship 
practices for web indexing  
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Snowdon the elephant 
the reaction and the counter reactions 



• "It's	  time	  for	  the	  British	  Medical	  
Association,	  Law	  Society,	  Bar	  Council	  
and	  other	  professional	  bodies	  to	  start	  
thinking	  about	  the	  ethics	  of	  using	  cloud-‐
based	  services	  for	  confidential	  client	  
information.”	  Prof.	  Ross	  Anderson	  
(Cambridge	  University)[8]	  



•  Bar	  Council	  said	  the	  "enormous	  developments	  in	  the	  cyber	  
world	  over	  the	  past	  decade"	  meant	  it	  was	  right	  to	  question	  whether	  
the	  proper	  safeguards	  were	  in	  place.	  "The	  public	  need	  to	  be	  
reassured	  that	  powers	  to	  intercept	  communications	  are	  properly	  

exercised.	  We	  have	  long	  had	  concerns	  that	  the	  
existing	  legislation	  fails	  to	  respect	  the	  right	  of	  
individuals	  to	  consult	  privately	  with	  a	  lawyer.	  Any	  
increase	  in	  the	  scope	  of	  the	  authorities'	  data	  gathering	  activities	  
must	  be	  matched	  by	  the	  establishment	  of	  real	  protection	  for	  
this	  fundamental	  aspect	  of	  the	  administration	  of	  justice.”	  [8]	  



•  	  The	  Law	  Society	  "The	  ability	  of	  clients	  to	  
consult	  and	  receive	  advice	  from	  lawyers	  with	  
certainty	  of	  absolute	  confidentiality	  is	  
fundamental	  to	  the	  rule	  of	  law	  and	  the	  values	  
of	  our	  democracy.	  The	  Law	  Society	  would	  
regard	  it	  as	  very	  serious	  indeed	  if	  privileged	  
correspondence	  were	  to	  be	  intercepted.	  



•  Clive	  Stafford	  Smith,	  director	  at	  Reprieve,	  who	  
has	  acted	  in	  a	  number	  of	  high	  profile	  human	  
rights	  cases,	  said:	  "What	  we	  have	  learned	  about	  
the	  scale	  and	  reach	  of	  the	  security	  services'	  
ability	  to	  monitor	  online	  communications	  over	  
the	  past	  few	  months	  has	  far-‐reaching	  
consequences	  for	  our	  ability	  to	  hold	  the	  state	  
to	  account.	  “	  



Julian Huppert, the Lib Dem home affairs 
spokesman,last government said it was clear 
from the Snowden revelations and other 
sources that "what we have in this country is 
not done proportionately and with effective 
oversight. What is needed is a complete 
review of the Regulation of Investigatory 
Powers Act, the Telecommunications Act, 
and everything that goes into the 
legislative framework of surveillance."!



•  “government	  spying	  is	  threatening	  
democracy	  as	  we	  know	  it.	  The	  security	  
services	  are	  there	  to	  do	  a	  very	  difficult	  
job,	  with	  a	  lot	  of	  trust	  from	  the	  people.	  
They	  need	  to	  renegotiate	  that	  trust.”	  	  
Sir	  Tim	  Berners-‐Lee	  	  [7]	  



IETF	  commentary	  
•  	  The	  actions	  of	  NSA	  and	  their	  partners	  (nation-‐state	  or	  corporate,	  coerced	  or	  not)	  

are	  a	  multi-‐faceted	  form	  of	  attack,	  or	  are	  indistinguishable	  from	  that	  

•  Not	  unique,	  others	  are	  likely	  doing	  the	  same...	  or	  will	  

•  	  The	  scale	  arguably	  makes	  this	  an	  example	  of	  a	  new	  pervasive	  
monitoring	  threat	  model	  that	  is	  neither	  purely	  passive	  nor	  a	  classic	  
Man-‐in-‐the-‐Middle	  and	  that	  we	  have	  not	  normally	  considered	  in	  
protocol	  design,	  implementation	  or	  deployment	  

•  A	  purely	  technical	  response	  will	  not	  “solve	  the	  problem”	  but	  we	  should	  
treat	  an	  attack	  as	  we	  usually	  do	  and	  try	  mitigate	  it	  	  	  —	  Stephen	  Farrell	  (IETF	  Area	  
Director)	  June	  2014	  



When	  it	  comes	  to	  some	  of	  law	  enforcement’s	  
digital	  investigation	  techniques,	  we	  have	  not	  yet	  
explained	  ourselves	  well	  enough	  –	  and	  in	  my	  
judgement	  we	  do	  not	  yet	  have	  public	  consent	  for	  
their	  use.	  
•    KEITH BRISTOW, NCA DIRECTOR GENERAL, SPEECH TO THE 

POLICE FOUNDATION.JUNE 2014!



some	  active	  mitigations	  
•  Implement	  &	  Simplify	  use	  of	  encryption	  	  -‐	  	  IETF	  etc	  

•  Reduce	  exposed	  “meta	  data”	  	  -‐	  IETF	  /	  W3C	  /	  others	  

•  Fix	  Open	  Source	  encryption	  -‐	  OpenSSL	  -‐>	  Libre	  -‐>	  Google	  etc	  

•  New	  focus	  to	  decentralise	  away	  from	  “clouds”	  -‐	  move	  off	  US	  
and	  UK	  clouds	  if	  possible.	  	  -‐	  NOT	  easy	  

•  Researchers	  :-‐	  is	  EU	  /US	  or	  other	  data	  sharing	  realistic	  without	  
data	  being	  encrypted	  by	  the	  user	  and	  inaccessible	  to	  the	  cloud	  
and	  app	  service?	  



Impact	  of	  current	  Surveillance	  -‐	  pervasive	  Monitoring,	  	  

•  exposes	  the	  most	  personal	  &	  corporate	  privileged	  
communications	  and	  data	  	  

•  Meta	  data	  is	  data	  …	  full	  stop…	  	  

•  NO	  effective	  oversight	  	  has	  been	  shown	  

•  digital	  security	  of	  civil	  society	  undercut	  

•  UK	  digital	  economy	  reputation	  harmed	  	  



Balance	  ?	  

•  “The	  surveillance	  revelations	  will	  cost	  the	  US	  
cloud	  computing	  industry	  USD	  22	  to	  35	  billion	  in	  
lost	  revenues	  over	  the	  next	  three	  year,”	  EU	  justice	  
commissioner	  Viviane	  Reding	  on	  Sunday	  (19	  January)	  at	  the	  
Digital	  Life	  Design	  Conference	  in	  Munich.	  

•  That	  is	  JUST	  “cloud”	  or	  sever	  orientated	  services.	  



Recommendations?	  
•  Parliamentary	  ISC	  reported	  in	  Jan	  2015	  	  

•  recommends	  legislative	  reform	  and	  operational	  reforms	  

•  But	  demands	  greater	  “co-‐operation”	  from	  US	  web	  
companies	  to	  hand	  over	  information.	  	  

•  Has	  had	  very	  mixed	  reviews.	  	  

•  New	  Parliament	  new	  Government	  -‐	  Home	  Office	  now	  full	  
steam	  ahead	  to	  take	  more	  data	  and	  weaken	  encryption	  



untargetted surveillance is 
bad! 

“Every dystopian society has excessive surveillance, but now we see even 
western democracies like the US and England moving that way”. 	

	

“We have to roll this back. People who are not suspected of committing crimes 
should not have information collected and stored in a database. We don’t want 
to become like North Korea.”	

	

Phil Zimmerman - inventor of PGP	
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Phone  

Phone  
Carrier Switch 

Carrier Switch 

Signalling data trap 

Current laws !
assume Telecoms - signalling on separate wire to content!

SS7/ISDN 

SS7 3G 
ISDN 

Very limited meta data in telephony. 
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meta data surveillance over IP on same wires as data !

User 

Grey Area taking from cables 

Device data 
GPS 

Cellular Wifi  IMEI 
application meta data 

local network MAC meta data 

IP tuple meta data  
Geo IP 

who, when, what type,  
URIs 

Very RICH data in IP meta data!



Blockchains	  to	  rescue?	  
•  Decentralisation	  mooted	  as	  solution	  to	  	  

•  Hierarchical	  allocation	  bottlenecks	  in	  Internet	  resources.	  	  

•  establishing	  unmediated	  digital	  currencies	  (bitcoin)	  

•  establishing	  self	  asserting	  and	  enforceable	  digital	  contracts	  (ethereum)	  

•  unrepudiatable	  records	  	  

•  BUT	  -‐	  manufacture	  of	  “coins”	  is	  vulnerable	  to	  sybil	  attacks.	  Many	  coins	  have	  too	  few	  miners	  making	  them	  vulnerable	  to	  cartels.	  -‐	  so	  they	  are	  
essentially	  still	  centralised	  	  	  

•  TRUST	  is	  not	  in	  the	  Maths	  as	  cited	  which	  can	  be	  tested	  but	  in	  the	  infrastructure	  which	  may	  not	  be.	  

•  Cost	  of	  transactions	  with	  blockchain	  based	  currencies	  turn	  out	  to	  be	  higher	  than	  with	  normal	  currencies.	  The	  business	  case	  application	  exists	  
but	  is	  narrower	  than	  appreciated.	  (imo)	  It	  is	  possible	  that	  digital	  will	  never	  fully	  replace	  normal	  currencies.	  There	  are	  reasons	  to	  have	  both.	  	  

•  Proof	  of	  work	  mining	  is	  wasteful	  and	  expensive.	  Proof	  of	  resources	  and	  Proof	  of	  disk	  space	  etc	  are	  quite	  interesting	  as	  they	  point	  the	  way	  to	  
alternative	  mining	  and	  distribution	  models	  than	  hoarding	  (bitcoin).	  	  	  

•  Researchers:	  	  shifting	  money	  creation	  as	  a	  bank	  role	  to	  open	  to	  an	  entire	  community?	  Is	  this	  viable?	  	  What	  could	  digital	  money	  do?	  	  

•  To	  replace	  cash	  we	  need	  digital	  small	  value	  transactions	  e.g.,	  like	  cash	  notes	  that	  are	  anonymous	  -‐	  	  

•  Can	  David	  Chaum’s	  ideas	  around	  anonymous	  digital	  cash	  -‐	  be	  realised	  /	  either	  as	  digicash	  or	  over	  blockchains	  after	  all	  this	  time?	  



Users, devices & services distributed resource registries 

Transaction chains 

Decentralised virtual Application Networks!

IP tuples exposed 

Application meta data distributed & encrypted 
Storage distributed & encrypted 

Transactions logged ID free 

anon. transaction web 

Identifiers 
Names 
Social 

Reputation 

App layer routes 



Internet and Web science research should be mindful of 
revelations of recent medical research problems. Quality is  key 

http://www.antiaging.com/white_papers/JAMA_Poor_Quality_Research.pdf 



Research	  ?s	  

•  Let me know what questions you have and whether any 
of these are interesting to pursue?!


