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Internet and connective media 

•  Digitisation and convergence in media and ICT 
§  ICT: internet media -> social media -> mobile media -

> wearable media -> ubiquitous media (IoT) 
§  Society 

§  Domestication / OnLife manifesto / Mediation / In-media 
environment (MediaLife) 

•  ‘The key challenge of communication and media studies in 
the 21st century is, or will be, the disappearance of 
media’ (Marc Deuze, 2012) 

•  Major socio-technological transformations  
(van Dijck, 2013) 
1.  Participatory culture to culture of connectivity 
2.  Networked communication to ‘platformed’ sociality  

•  Culture of connectivity 
–  Culture where perspectives, expressions, experiences 

and productions are increasingly mediated by digital 
media and their algorithms  



Empowerment and connective media 
§  Empowerment 

§  Concept charged with meaning, with long tradition in social welfare 
and civil society literature, but also in science, business and policy fields 

§  User empowerment = The process of strengthening individuals, by 
which they get a grip on their situation and environment, through the 
acquisition of more control, sharpening their critical awareness and 
the stimulation of participation (Zimmerman and Rappaport, 1988) 

§  Digital media and user empowerment  
§  ‘(...) the implications of the new media and technologies are 

contradictory. Once connected, there are no grounds for simply 
assuming that citizens will be empowered to conduct their social lives 
in meaningful ways. There is, therefore, a growing need to examine 
whether the deployment of new media and technologies is consistent 
with ensuring that the majority of citizens acquire the necessary 
capabilities for interpreting and acting upon a social world that is 
intensively mediated by the new media and technologies.’ 
(Robin Mansell, 2002: 409)  

§  ‘User empowerment is dependent on knowledge of how 
mechanisms operate and from what premise, as well as on the skills 
to change them.’ (José van Dijck, 2013: 171) 



Vulnerability and risk of disempowerment 

§  Culture of connectivity and mass self-
communication 
§  Networked: the new social operation system 

§  Networked individualism & person as the portal (Rainie & 
Wellman, 2012) 

§  Increased freedoms, but also increased responsibility 
=> Empowerment/disempowerment? 

§  ‘In the critical tradition [as opposed to the administrative-
instrumental tradition] attention is drawn to the potential of 
innovations in technologies to be associated with 
people's empowerment and their disempowerment, 
depending on the extent to which they are able to master or 
control the innovation process’ (Mansell, 2012) 

§  Cf. Democratic (or subversive) rationalisation (Feenberg, 
1999) 

=> Vulnerability (harm)? 
 



Vulnerability (Penagos, 2011) 

§  Notion of ‘vulnerability’ 
§  Intensively discussed in 

studies on human 
development, geography, 
disaster reduction, and 
risk communication  

§  Chambers (1989/2006): 
external and internal 
§  External side of 

vulnerability: connective 
media affordances of 
EXPOSURE 

§  Internal side of 
vulnerability: connective 
media practices of 
COPING capabilities 



Privacy vulnerability 
§  EINS projects (in particular JRA 5) 
§  Project findings 

§  Exposure 
§  SoLoMIDEM: Social, Local and Mobile Identity 

Management 
iMinds-ICON; Flanders/Belgium; 2012-2014 

§  Belgian DPA Commission for Protection of Privacy & 
Facebook 
CPP; Belgium; 2015 

§  Coping 
§  EMSOC: User Empowerment in a Social Media 

Culture 
IWT-SBO; Flanders/Belgium; 2010-2014 

§  USEMP: User empowerment for Enhanced Online 
Management 
FP7-STREP; EU; 2013-2016 
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Privacy vulnerability: exposure 

§  M. Akrich (1992): the script of a technology 
§  Preferred reading of users’ behavior inscribed in the 

technology  
§  But the user can adopt a technology in an unforeseen way 

§  ‘The privacy management process takes place in the context of 
the possibilities that are offered by one or another 
technology’ (Palen & Dourish, 2003) 

§  Comparative script analysis and field study 
§  Foursquare vs Glympse  
§  Position privacy vs path privacy (Ardagna et al., 2008) 

§  Research questions:  
1.  How are users’ location sharing practices inscribed in 

the Location-Based Social Networks? 
2.  How do users’ (location) privacy concerns exist within the 

framework of action of these scripts? (articulation work) 

Project SoloMIDEM 



Privacy vulnerability: exposure  

1.  Comparative script analysis 
§  Foursquare ≠ Glympse 

§  Personal information 
§  Default privacy settings 
§  Configuration possibilities 
§  Privacy policy    

à Glympse 
§  More privacy preserving  
§  More control 

Coppens, Paulien, Claeys, Laurence, Veeckman, Carina 
& Pierson, Jo (2014) Privacy in location-based social 

networks: Researching the interrelatedness of 
scripts and usage, Paper at SOUPS 2014 - Symposium 

On Usable Privacy and Security - Workshop on Privacy 
Personas and segmentation (PPS), 9-11 July 2014, 

Menlo Park (CA), US.  

Project SoloMIDEM 



Privacy vulnerability: exposure 
2.  Field study 

§  Glympse is perceived more privacy-invasive 
§  Position-aware vs. location-tracking services  
§  Illusion of control 

§  Actual control (settings) (Glympse > FS) vs. perceived control (location) (FS > Glympse) 
§  Trade-off more control and ease of use (convenience) 

§  “Yeah, but if it takes half an hour to set everything up…” (Participant #7) 
§  Privacy paradox 

§  Privacy concerns vs. behaviour  
§  E.g. unaware of public info / no checking of settings 

§  Inventive control strategies 
§  “I know what I share and I will not share stupid things. So then it doesn’t matter if 

other people see it.” (Participant #7)  
§  “If I see something that doesn’t please me, then I remove the application. I’m not 

going to keep myself busy with changing the settings.” (Participant #5)  
§  Never checking in with Foursquare every day and/or at the same time at work and at 

home with the aim to hide daily routines (and thus when there is nobody home) from 
people with malicious intents. 

§  Creating multiple Foursquare accounts to make his ‘digital footprint’ smaller. 
§  Closing LBSN when these are not used, so that the application does not run in 

background and cannot continuously track the device’s location.  
§  Controlling the audience by selectively deciding who can be added to their LBSN. 
§  Most important way respondents try to protect location information is to always 

thoughtfully consider whether or not to share a specific location <-> Facebook’s 
frictionless sharing 

 

Project SoloMIDEM 



Privacy vulnerability: exposure 
§  Dec 2014: Facebook 

announces revisions (Jan 30th 
2015) 
§  Statement of Rights and 

Responsibilities (SRR) 
§  Data Use Policy (DUP) 

§  Jan 2015: CPP (Belgian DPA) 
requests study 

§  Feb 2015: first public draft 
§  Mar 2015: technical update 

Project CPP 



Outcome 
§  Report: ‘From social media service to advertising network: a critical 

analysis of Facebook’s revised Policies and Terms’ 
§  Version 1.2 (March 15, 2015) 
§  KULeuven (ICRI-CIR; COSIC) / Vrije Universiteit Brussel (SMIT) / iMinds 
§  http://www.law.kuleuven.be/icri/en/news/item/facebooks-revised-policies-

and-terms-v1-2.pdf  
§  Structure 

§  Unfair contract terms 
§  Warranty & liability 
§  Forum clause & applicable law 
§  Termination 
§  IP transfer 
§  Further use of user-generated content 

§  Privacy settings and data use policy 
§  Consent 
§  How Facebook ‘combines’ and ‘shares’ data about its users 
§  Location data 
§  Fingerprinting 
§  Data subject rights 
§  Tracking through social plug-ins 
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Privacy vulnerability: coping 

§  ‘User Empowerment in a Social Media 
Culture’ (EMSOC) focus group interviews 
§  Privacy management, attitudes and awareness of 

Facebook users 
§  Research group iMinds-SMIT (VUB) 
§  Secondary school (age 16-18) in Flanders/Belgium 

and Facebook account used > once a week 
§  6 FG, total 77 respondents (5 schools); 4 FG different 

ex ante situations  
§  May 2013 

Project EMSOC 



Privacy vulnerability: coping 
§  FB omnipresent and efficient for entertainment, communication, 

planning and schoolwork in everyday life ~ reluctance to leave + 
possible deletion work 
§  “And I am like 'wow, I have so much ridiculous stuff' so I started removing it all. 

I thought 'oh no, you really have to open each page and than click that you no 
longer like something.' I really spend a whole weekend, a Saturday, three 
hours on it to dislike stuff. This must be the most ridiculous thing ever.” (Stan, 
19, smartphone, F5.3) 

§  Aware of privacy risks: FB (and the internet) perceived as privacy 
invasive by default (fatalistic)  
§  “I feel quite suspicious about internet in general. I am perfectly aware that 

people, if they want to, can find information about me. That is why I try to take 
care, not that it will matter much but at least you get that feeling a little.” (Bart, 
18, PC, F5.2)  

<-> coping with privacy management ex ante (limiting visibility through 
settings) and on-the-fly (self-censorship) 

§  “It is rather like really giving the minimum of personal information. So, for 
example on Facebook that would really mean (starts laughing). I actually don't 
know. I think for myself that I would not like that some things come up there. I 
can't really think of examples, but I would stick to the minimum.” (Elly, 17, PC, 
F2) 

§  Only 36% able to discern advertising from other elements  

Project EMSOC 



Figure: Advertising recognition test 
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Privacy vulnerability: coping 
§  Advertising necessary nuisance (better than paid services) 

§  Deemed more irritating if it obstructed their experience (e.g. 
NewsFeed), with little critical consideration towards underlying 
targeting mechanisms 

§  Sponsored stories: little reflection about stories on their friends' 
feeds, more concerned of possible annoyance of their friends than 
misuse of their likes 

§  Advertisers (and ‘trackers’) seen as strangers seemed to be 
able to access their information which felt creepy 
§  Unable to think about usage of this information, even after 

receiving course about Facebook advertising 
§  Difficulty of locating particular settings and most respondents 

would never visit institutional privacy settings during a routine 
Facebook visit 

§  Need for easier to find and easier to use tools to protect privacy 
and to increase transparency  

Project EMSOC 



Research background 
§  User empowerment for Enhanced Online Management 

§  http://www.usemp-project.eu 
§  EU FP7 three-year STREP research project (2013-2016) 

§  Partners: Radboud University Nijmegen (iCIS); iMinds (VUB-SMIT); 
Luleå  University of Technology; CEA; CERTH; VELTI; HWC 

§  Goal: 
§  Reducing apparent asymmetry between social network’s data 

processing and means of control and those made available to users  
§  DataBait tools 

§  OSN Presence Control Tool 
§  Real-time OSN presence management 
§  Long term OSN presence management  

§  Economic Value Awareness Tool 
§  Awareness of the Economic Value of Personal Information 
§  Personal Content Licensing (through simulation) 

Project USEMP 



Source: Bain & Company 
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Privacy scoring framework 
§  Based on 8 privacy dimensions 

§  E.g. demographics, psychological traits, religious 
beliefs, health factor,… 

§  Personal attributes 
§  people may consider sensitive 
§  are sensitive from a legal perspective 
§  utility for marketing companies to targeting consumers 

§  Raising awareness about their disclosure of 
personal information => disclosure scores 

§  How is the social and legal requirement of more 
profile transparency is implemented in the 
system? 

Project USEMP 



Conclusion 
§  More control ≠ more privacy 

§  ‘Illusion of control’ (Brandimarte et al., 2009) 

§  Less important what connective media do, but more how it is framed and how 
convenient it is 

§  Multi-level approach 
§  Users / Content: transparency and control 

§  Awareness / practices / capabilities / attitudes 
§  Technology: socio-technical process and construct 

§  Privacy by Design (PbD) / Privacy Enhancing Technologies (PET) 
§  Ownership / Business models: value of privacy  

§  Economics of privacy and personal data 
§  Governance: regulation and enforcement 

§  EU data protection regulation  
§  Maturity of civil society meso level for privacy, surveillance and transparency 

§  E.g. “Open Letter to Mark Zuckerberg Regarding Internet.org, Net Neutrality, Privacy, and 
Security” (67 civil society organisations on privacy) (18 May 2015) 

§  Aim 
§  Safeguarding the balance between strengthening the empowerment - or 

mitigating disempowerment - of users while at the same time unburdening the 
users with respect to their responsibility (responsibilisation). 

M.C. Escher’s Drawing Hands (2009) 



Feenberg: Questioning technology (1999) 

§  “In that future technology is not a fate one must 
chose for or against, but a challenge to 
political and social creativity.” (p.225) 
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